
www.manaraa.com

231Проблеми економіки № 1 (35), 2018

економіка та управління підприємствами

УДК 65.01
Скрыньковский Р. Н. ИТ-аудит как инструмент стратегического 

управления предприятием
Целью статьи является формирование и развитие теоретических 
и методических основ ИТ-аудита как инструмента стратегическо-
го управления предприятием. Представлена схема преобразования 
экономической информации в данные. Установлено, что ИТ-аудит 
(аудит информационных технологий) – это независимая проверка 
(экспертиза) аудитором (компетентным специалистом или груп-
пой специалистов) ИТ-среды предприятия с целью получения полной 
и объективной информации (достоверных фактов, качественных  
и количественных оценок) о его текущем состоянии (данной под-
системы предприятия), формирования объективного аудиторского 
заключения, а также предоставления рекомендаций по совершен-
ствованию ИТ-среды. Установлено, что основными этапами про-
ведения ИТ-аудита являются: 1) предварительная ИТ-диагностика;  
2) аудит ИТ-инфраструктуры; 3) аудит ИТ-подразделения; 4) аудит 
ИТ-безопасности; 5) контроль внедрения рекомендаций ИТ-аудита. 
Доказано, что проведение ИТ-аудита на базе передового опыта в  об-
ласти управления информационными технологиями предприятия 
(учреждения, организации) гарантирует соблюдение таких современ-
ных подходов менеджмента, как: системный, процессный, функцио-
нальный, процессно-структурированный, а также принципов стра-
тегического управления предприятием. Перспективой дальнейших 
исследований в данном научном направлении является исследование 
состояния нормативно-правового обеспечения аудита информацион-
ных технологий в Украине и государств-членов Европейского Союза.
Ключевые слова: предприятие, IT-аудит, информационные техно-
логии, информационная система, стратегическое управление.
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The aim of the article is to form and develop the theoretical and methodological principles of an IT audit as a tool for strategic enterprise management. A scheme 
for converting economic information into data is presented. It is established that an IT audit (an audit of information technology) is an independent audit (examina-
tion) by an auditor (a competent specialist or a group of specialists) of the enterprise IT environment in order to obtain complete and objective information (reliable 
facts, qualitative and quantitative estimates) about its current state (the state of the given subsystem of the enterprise), form an objective audit report and provide 
recommendations for improving the IT environment. It is established that the main stages of the IT audit are 1) preliminary IT diagnostics; 2) IT infrastructure audit;  
3) IT department audit; 4) IT security audit; 5) monitoring the implementation of IT audit recommendations. It is proved that conducting an IT audit on the basis of 
best practices in the field of information technology management of an enterprise (institution, organization) guarantees the observance of such modern manage-
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Introduction. The modern practice of doing business in 
Ukraine proves that today, under conditions of the rapid devel-
opment of scientific and technological progress and deepen-
ing of the informatization of processes, the development of any 
enterprise directly depends on information technologies used 
in management systems. In such circumstances, carrying out 
an IT audit as a component of the audit system of an enterprise 
(institution, organization) is very relevant and important.

The analysis of recent researches and publications 
shows that a significant scientific and practical contribution 
to the solution of certain problematic issues (aspects) in the 
field of IT audit was made by such scientists as M. Astakhova 
[1], M. Benko [2], I. Holiash [3], O. Grebeshkov [4], V. Guzh-
va [5], I. Danyliuk [6], M. Denysenko [7], S. Ivakhnenkov [8], 
F. Moskalenko [9], I. Noga [10], A. Ogneva [11], G. Pawlowski 
[12], L. Pysmachenko [13], O. Pugachenko [14], K. Redchenko 
[15], R. Us [16; 17], G. Chumachenko [18], A. Yanchev [19], 
and others.

Identification of uninvestigated parts of the general 
problem. Paying tribute to the high level of scientific devel-
opments [1–23] in this direction, it is worth noting that today 
insufficient attention is paid to an IT audit as a tool of strategic 
enterprise management (within the theory and practice of eco-
nomics and enterprise management). All this has substantiated 
the relevance of the presented research, determined its theme, 
purpose, and prospects.

Therefore, the aim of the article is to form and develop 
the theoretical and methodological principles of an IT audit as 
a tool for strategic enterprise management.

Presentation of basic material of the research. Based 
on the results of the studies [6; 16], it was found that today (in 
the context of the growing need for organizations to build an 
effective IT management system), there is a quite significant 
attention of business and specialists (both theorists and prac-
titioners) in Ukraine to an IT audit (as a new type of audit of 
organizations), since the results of its conduct can provide an-
swers to a number of questions, in particular: 1) whether the IT 
environment meets the goals (expected results) of a business 
(enterprise); 2) whether investments in IT are rational and eco-
nomically justified; 3) whether the enterprise receives competi-
tive advantages using the implemented IT; 4) what economic 
risks associated with IT threaten the enterpriseб and how they 
affect the results of its activities and the formation of prospects, 
etc. [6; 16, p. 84].

In the context of this, on the basis of research results of 
scientific works [5; 7; 10; 12; 16–18; 24–27], it is established 
that:

1. Information technology should be understood as 
an integral system of techniques and methods 
for collecting, accumulating, processing, storing, 
transferring (exchanging), representing, and us-
ing information [5, p. 19]. The scheme for convert-
ing economic information into data is presented  
in Figure 1.

2. Information technologies at enterprises are divided 
into: 1) office automation technologies; 2) information 
processing technologies; 3) information management 
technologies; 4) information technologies for sup-

1) Classifying

2) Coding

3) Modeling elements

Economic information 

(a collection of information on 
socio-economic processes that 

serve to manage these 
processes and collectives of 

people in the production and 
non-production spheres)

Data  

(information presented in a 
formalized form, accepted for 

processing by automatic means 
with the possible participation 

of humans)

Fig. 1. The scheme for converting economic information into data

Source: developed based on [5, p. 9–14] (V. Guzhva)

porting decision-making; 5) information technolo-
gies used in expert systems [18] (G. Chumachenko).

3. Information technologies of an enterprise (support-
ing, functional ones [18]) alongside with information 
resources, hardware, software (special information 
analysis one), and intelligent technological systems to 
achieve IT goals form an information system (or in-
formation support system) for making management 
decisions (current, future, operational, development 
ones) in the management system [7; 10, 12; 24; 27].

4. An IT audit (audit of information technologies) is 
an independent audit (examination) by an auditor 
(a competent specialist or a group of specialists) of 
the enterprise IT environment for the purpose of ob-
taining complete and objective information (reliable 
facts, qualitative and quantitative estimates) about its 
current state (the state of the given subsystem of the 
enterprise), forming an objective audit report, as well 

as providing recommendations for improving the IT 
environment [16; 17; 24].

5. An IT audit (as a component of the enterprise audit 
system) provides an opportunity to assess the state of 
affairs at the current stage of implementing and / or 
using information systems and technologies, a list of 
deficiencies, inconsistencies, possible risks associated 
with them and recommendations for their elimina-
tion [14, p. 227].

Within the studying of the work [2] (M. Benko, V. Sop-
ko), it is established that an IT audit is divided into internal 
audit and external audit. The main elements of an internal IT 
audit are objects of the internal audit information system and 
the internal audit staff, and those of an external IT audit are ob-
jects of the external audit information system and the external 
audit staff [2].

At the same time it is also worthwhile to note the sci-
entific work of S. Ivakhnenkov [8], which states that the main 
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directions of the audit of information systems that provide for 
the use of information technologies are: 1) technical audit;  
2) information security audit; 3) estimative audit of informa-
tion systems and software; 4) audit of implementation and re-
engineering projects; 5) audit of effectiveness of the informa-
tion system [8].

In turn, O. Pugachenko [14] argues that an IT audit cov-
ers such areas of examination as: 1) state of computer infor-
mation systems and the possibility of expanding their available 
functions; 2) level of data archiving and storage; 3) level of con-
trol procedures for monitoring the operation of the computer 
data processing environment; 4) software analysis and avail-
ability of licenses as well as the ability to respond flexibly to 
changes in legislation in terms of setting (restoring) software; 
5) issues of information security (restriction of unauthorized 
access), etc. [14, p. 225].

In view of this, I. Holiash and S. Sachenko [3, p. 92] focus 
attention on the fact that as a result of an IT audit, recommen-
dations are made aimed at enhancing enterprise security in the 
field of IT application. According to the scientists [3], the rec-
ommendations should address such key areas as: 1) developing 
a system for appropriate information support for jobs; 2) estab-
lishing specific schemes for the collection, accumulation, pro-
cessing, storage, exchange and use of information; 3) creating 
effective control over the operation of the software and its us-

ers; 4) re-monitoring changes in the software; 5) implementing 
measures to preserve the confidentiality of data, etc. [3, p. 92].

It is established that the IT audit quality directly depends 
on the level of professionalism of audit services that is formed 
on the basis of 1) rational formation of the base of audit knowl-
edge; 2) compliance with the basic principles of International 
Standards on Auditing and the norms of the Code of Profes-
sional Ethics for Auditors [19, p. 52].

Taking into account the aforesaid, it is also worthwhile to 
pay attention to the materials of the Ukrainian company “Baker 
Tilly in Ukraine” [24], according to which it is clear that the 
main stages of an IT audit are: 1) preliminary IT diagnostics; 2) 
IT infrastructure audit; 3) IT department audit; 4) IT security 
audit; 5) monitoring the implementation of IT audit recom-
mendations (Fig. 2).

Here (see Fig. 2, Stage 1), based on the results of previous 
studies on the problem cited in the works [10; 12; 25–27], it is 
determined that

1) Diagnostics of effectiveness of using information tech-
nology in management of the enterprise (DIT) is the process of 
identifying, analyzing and evaluating the efficiency, economy 
and flexibility of using information technologies in enterprise 
management for the purpose of for making well-grounded 
management decisions (current, future, operational, develop-
ment ones) in the management system aimed at:

Stages of an IT Audit

Stage 1. Preliminary IT diagnostics (It is conducted within 3-5 working days to determine the types, timing, and 
cost of work on IT audit. It provides diagnosis of the e�ectiveness of using information technology in manage-
ment of the enterprise in order to identify key problems in the �eld of IT. This will allow to develop relevant 
proposals for conducting IT- audit at the enterprise)

Stage 2. IT infrastructure audit  (It is conducted in order to obtain reliable information (facts) about the current 
state of the infrastructure of information technologies implemented at the enterprise, its strengths and 
weaknesses, the e�ciency of functioning for achieving business goals as well to provide professional recommen-
dations for improving this subsystem of the enterprise’s IT environment)

Stage 3. IT department audit  (It is conducted in order to obtain reliable information (facts) about the current state 
of the information technology management department of the enterprise, its strengths and weaknesses, its 
e�ectiveness in achieving business goals as well as to provide professional recommendations for improving this 
subsystem of the enterprise’s IT environment)

Stage 4. IT security audit  (It is conducted in order to obtain reliable information (facts) about the current state of 
information security of the enterprise, its strengths and weaknesses, its e�ciency in achieving business goals as 
well as to provide professional recommendations for improving this subsystem of the enterprise’s IT environment)

Stage 5. Monitoring the implementation of IT audit recommendations (It is conducted in order to obtain reliable 
information (facts) about the current state of information security of the enterprise, its strengths and weaknesses, 
its e�ciency in achieving business goals as well as to provide professional recommendations for improving this 
subsystem of the enterprise’s IT environment)

Fig. 2. Stages of an IT Audit

Source: [24] (Materials of the Ukrainian company “Baker Tilly in Ukraine”)
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increasing integral level of efficiency of the enter- 
prise’s functioning (EF) as a structural component 
of its competitiveness in the systems for determining 
the result «information-resource-time-opportunities 
(threats)», «goal-means-result», and «effect-result», 
based on performance principles (quality in quantita-
tive assessments, reliability, target orientation, trans-
parency, complexity, temporal orientation, formal-
ization, integration), evaluation metrics, evaluation 
rules, analytical business indicators, rules of interpre-
tation [10, 12; 25];
obtaining the maximum possible annual economic  
effect from the use (implementation) of IT (along-
side with information resources, technical means, 
software (special information analysis one) and intel-
lectual information retrieval, accounting and expert 
systems), which is denoted as the increment in net 
profit (ER) in the formula (1):

( , );IT F RD E E→ ↑ ↑

( , , , );F fe c mt sE f E E E E=
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where Efe, Ec, Emt, Es — structural components of EF, respec-
tively  – financial and economic, commercial, manufacture and 
technological, and social efficiency of the enterprise in conven-
tional units;

Pa – additional profit of the enterprise, hrn.; 
12

1
i

i

K
=
∑ – amount of taxes that must be paid from addi-

tional profit, hrn. [10; 12; 27].
2) In the basis of the demands to the quality of imple-

mentation DIT ( )ITDQ  are interrelated parameters (business in-
dicators), which can be described by the function presented by 
the formula (2):

 ( , , , , , , ),ITDQ f a b c d e f g=  (2)

where a – level of efficiency;
b – level of productivity;
c – level of confidentiality;
d – level of integrity;
e – level of accessibility;
f – level of compliance;
g – level of reliability [10; 12; 26].
At the same time, it is established that in the process of 

IT auditing (see Fig. 2) it is necessary to use the best practices 
in IT management, documented in the form of generally ac-
cepted standards, instructions, recommendations, such as:  
1) ITGI COBIT ®; 2) ISACA IT Audit and Assurance Standards; 
3) INTOSAI IT Audit Committee Guides; 4) ISO 9000х, ISO 
20000х, ISO 27000х, ISO 31000, ISO 38500:2008; 5) IFAC 
IT Committee Guidelines; 6) OGC ITIL ®; 7) SEI CMMI ®;  
8) Hewlett-Packard ITSM; 9) Microsoft MOF, and others [24].

Taking into account the foregoing, it should be noted 
that in the scientific work [1, p. 322], M. Astakhova presented 
a draft computer model of the co-functioning of the audit and 
accounting program, the main elements of which are: data im-

port, analytic survey, systematization, and audit report. At the 
same time, it has been established that the application of the 
proposed computer model in practice (in comparison with the 
manual one) makes it possible to obtain a number of advantages 
and additional opportunities, namely 1) possibility of increas-
ing the audit sampling of information, which will improve the 
quality of audit findings; 2) increase in the level of effectiveness 
of the audit due to the reduction of the terms of inspection and 
work effort; 3)  possibility of determining deviations of actual 
values from the planned targets and establishing the main fac-
tors that affected the deviation; 4) possibility of reconciling and 
interrelating the reporting forms received from the computer 
accounting program with the data obtained from the audit pro-
gram [1, p. 323].

Thus, the use of an IT audit in the management system 
gives an opportunity for enterprise managers 1) to determine 
the role and place of information technologies in the overall 
organizational structure and their contribution to the achieve-
ment of business objectives; 2) assess the level of conformity of 
IT strategy with the overall business strategy, the level of matu-
rity of IT processes and IT risk management [24].

Conclusions and prospects for further research. The 
results of the study [1-32] make it possible to formulate the fol-
lowing conclusions and proposals of a theoretical and practical 
nature, namely

An IT audit (an audit of information technology) is an 
independent audit (examination) by an auditor (a competent 
specialist or a group of specialists) of an enterprise’s IT envi-
ronment in order to obtain complete and objective information 
(reliable facts, qualitative and quantitative estimates) about its 
current state (the state of the given subsystem of the enterprise), 
form an objective audit report and provide recommendations 
for improving the IT environment.

The main stages of an IT audit are: 1) preliminary IT di-
agnostics; 2) IT infrastructure audit; 3) IT department audit; 4) 
IT security audit; 5) monitoring the implementation of IT audit 
recommendations.

Conducting an IT audit on the basis of best practices 
in the field of information technology management of an en-
terprise (institution, organization) directly guarantees the ob-
servance of such modern management approaches as system 
approach, process approach, functional approach, process and 
structural approach as well as the principles of strategic man-
agement of the enterprise.

The prospect for further research in this field is the study 
of the state of regulatory and legal support for an audit of in-
formation technology in Ukraine and member states of the Eu-
ropean Union.
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